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Passwords are bad, m’kay ?
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Too many passwords

State of password use:

+ Average user has 100 accounts
« Creates 50 passwords per year on average

- Often counterproductive constraints, avoided by users (e.g. 1@MyPassword)
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State of password use:

- Average user has 100 accounts
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- Often counterproductive constraints, avoided by users (e.g. 1@MyPassword)

Because of this:

- High rate of re-use (75% of users)
- Lots of sharing (40% of users)
- Frequent loss of passwords (40% to 60% reinitialised every 3 months)
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Authentication methods

Multiple alternatives to secure access:

- Biometrics: have been durably hackable

- Defer to a service (Facebook connect): trust issues
« Physical devices: introduce other vulnerabilities

+ Password managers: single point of failure

- Passwords re-use: extremely vulnerable

Conclusion
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+ Password managers: single point of failure

- Passwords re-use: extremely vulnerable
Methods to make passwords better:

- Salt + variable ending: soon vulnerable
+ Blum’s algorithm: costly
« Passphrases: not compatible with constraints
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Passwords vs Passphrases
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It seems we're stuck with passwords!
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Constraints for a good password management algorithm:

« High entropy for each password
« High residual entropy against stolen clear-text passwords

- Memorable even without frequent use (hence deterministic)
+ Easy to understand by non-Turing-award-winners

- Compatible with frequent constraints
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Idea: mentally extract entropy from a large secret
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Cue-Pin-Select

High level view :

« Create one high-enropy passphrase and a 4-digit PIN
+ Create a 4-letter cue for each service

- Deterministically extract 4 trigrams from the sentence using the PIN and the cue
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